UW-Madison Sensitive | nformation Definition

In addition to the information identified belowgtle are times when a data field is not considegadisve when used
alone but may be so when paired with other dataex@mple is date of birth. Date of birth is not sidered sensitive
when it stands alone but if it is available alorighvsocial security number and name it is considleensitive.

Sensitive information may be subject to disclosurder certain circumstances. The University appatgly seeks to
maintain systems that protect sensitive informaitoorder to meet a variety of goals.

The data types listed below are those identifiedf &22/2010

Sensitive | nfor mation means;

(i) Institutional Data that could, by itself or @@mbination with other such Data, be used for itetiteft, fraud, or
other crimes, including but not limited to,

Restricted Dat:

» Social security numbers

» Driver’s license numbers and state resident/petsdeatification numbers

» Financial account number (including credit/debridgar any security code, access code or passwatd t
would permit access to an individual’s financiat@ant

» Deoxyribonucleic acid profile, as defined in Wi ¢89.74(2d)(a)

* Unique biometric data, including fingerprint, voigent, retina or iris image or any other uniquegbal
representation

» Protected health information (any information akiwt health status, provision of health care, gnmmnt
for health care) (except workman’s comp)

Other Data Types:
* Passport numbers and alien registration numbers
» Employee and student identification numbers
» Health insurance identification numbers providedrsurance carriers
* Military ID number
* Personal information such as date of birth and srt¢hmaiden name
» Digitized signatures (ink signatures that have ligitized)
* Garnishments, tax levies, wage assignments
* Beneficiaries, retirement account allocations amv@$tments

(ii) Institutional Data whose public disclosureréstricted by law, contract, University policypfgssional code, or
practice within the applicable unit, discipline,mpfession, including but not limited to:

Data Types:
e Student educational records (including official )

» Information in a person’s medical record

* Human subjects research information, if the subjbate been promised anonymity

» Trade secrets or other proprietary business infoomawned by a third party and provided to the
University upon a promise of confidentiality foletbonduct of research, testing, or training, or in
connection with a potential investment or transfeiechnology by the University

» Proprietary computer applications or source codeftich the University holds a license that ressrict
further or public distribution

» Exam questions and answers/scoring keys untilibliged by the professor

» Bids and proposals until they are opened or thdlaeafor their submission has passed

» Employment data such as retirement account allmtaitind investments and designations of benegsiari

» Employee home address where an employee has asiade released

» Documentation of grievance, arbitration, and dikegpy proceedings

* Information about pending research misconduct dicgs

* Financial aid applications and related tax andrfiia information
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* Information and records protected by the attorn@ntprivilege

* Law enforcement investigation records

» Information disclosed under the University's caoetfiof interest policies

* Information from a consumer report

* Information derived from servicing or collectingalazs from, or accounts payable to, the University

» Data related to those sensitive knowledge, teclyiedo equipment, software, biological agents atesl
services that are subject to United States Goverhexgort controls

(i) University and personal security measures|uding but not limited to,

Data Types:
» Passwords for access to University facilities anpater systems

e Security codes and combinations for locks

» Key codes

e Security plans

e Security procedures

* Threat assessments and preparedness strategies

* Law enforcement deployment plans

» Operational instructions for law enforcement offecand other emergency personnel

and (iv) Institutional Data whose value would bstlor reduced by disclosure in advance of the irescribed for its
authorized public release, or whose disclosure avotlierwise adversely affect the University finatlgi including but
not limited to,

Data Types:
» Research data or results prior to publication erfiing of a patent application

* Non-patentable technical information or know-howattenhances the value of a patented inventionadr th
has independent commercial value

» Information relating to the University’s intentiom buy, sell, or lease property whose disclosurddco
increase the cost of that property for the Unigrsi decrease what the University realizes froat th
property (like real property appraisals)

* Computer applications to which the University owims code

Please direct questions about this documepblicy@cio.wisc.edt}
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' Restricted Data includes Personal Identifying infation (P1l) as specified in Wisconsin's data Biealotification Law (statute
Section 134.98), plus Protected Health Informagi®HI) as defined under the Health Insurance Pdityaaind Accountability Act
(HIPAA). Sensitive Information includes RestrictBdta, but Restricted Data receives additional jgtate. More information on
Restricted Data can be found at http://www.cio.véda/security/initiatives/restricted.aspx.

" The definitions in this document are directly sed from work done at the Michigan State Universiyr thanks to them for
allowing us to use their work.
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