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Endpoint Management 
and Security Project

DTAG Update – 6/12/18

Requirements Workshops

Requirements Workshops

• 3 workshops, held on 5/29, 5/30 and 6/1
• 51 attendees from 25 different units/sub-units

• 20 functionality “buckets”

• 400+ requirements identified (many dupes expected)
• Attendees report using 28 different endpoint 

management and security tools
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Requirements Workshops

Requirements Workshops

“Thank you for doing this!”

“Make it easy to do the 
right thing.”

Tools Used
As collected Translation (if needed)

Security or 
Management? Notes

AD Active Directory? M Active Directory?

AirWatch M Enterprise Mobil Device Management

Altiris M Symantec Client Management Suite

Ansible M IT Automation

BigFix IBM BigFix M IT Automation/Endpoint Management

cfengine (Linux) M

GP M Microsoft Dynamix?

Jamf M Enterprise Mobility

Ninite M Software Installation Tool

PDQ PDQ Deploy M Software Development Tool

Puppet M Software Install and Management Tool

SCCM System Center Configuration Manager M See SCEP

Spiceworks IT Management for Tablets and Mobile M

TEM Tivoli Endpoint Manager M See IBM BigFix

WDS Windows Deployment Services M

Workspace One M VMWare and Mobile Application Management

WSUS Windows Server Update Services M

AMP Cisco Advanced Malware Protection S

CSI Corporate Software Inspector S
Part of Secunia/Flexara (Corporate Software Inspector); will become Software 
Vulnerability Manager

IDF  Identity Finder S Now owned by Spirion; see below

SCEP System Center Endpoint Protection S See SCCM

Secunia Secunia Personal Software Inspector S End of life 4/20/18; see CSI

Spirion a.k.a. Identity Finder ‐ Data Discovery S Owns Identity Finder

Symantec Symantec Endpoint Protection S

TRAPS Palo Alto TRAPS™ S

Windows Defender Endoint Protection S

SEMC Note sent back to attendee for more info
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Toward developing a future cost/budget model…

Questions for CIOs, service leads, system admins
• Products used
• Annual license cost
• Admin cost (# or % FTE)
• Funding source

Questions for technologists
• Number of endpoints

Please send info on your unit’s endpoint management and 
security tools to Bob Turner by Friday, 6/15.

Timeline

Proposed:  
• Extend implementation timeline to Jan 1, 2020
• Extend expiring licenses (Symantec, Cisco AMP, TRAPS) beyond Jul 2019 to allow 

for longer implementation period

Next Steps

• Update project charter to reflect longer implementation timeline

• Initiate RFI

• Compile current tool data as input to developing a cost/budget 
model for future state

• Vendor research

• Peer benchmarking
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Thank you!


