
Secure Box Folder Request Workflow
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Qualtrics Form 
https://go.wisc.edu/securebox

(Purpose & Workstation Inventory)

Requester

Provide IRBCollaborative Research

Provide DUA
Data Use Agreement for 

A Limited Data set

Provide BAABusiness Associate

Provide ExplanationClinical Care

Permissions Granted

Provide ExplanationOther

Security Coordinator Approval

Request Suitable 
for Box

Yes

The Requester submits a request through 
Qualtrics. A Cherwell ticket is automatically 
generated and assigned to GRC Security. The 
ticket collects the sharing justification; IRB, 
DUA or BAAs associated with the project; 
workstations that will be used to access Box 
and a list of internal and external 
collaborators.

The HIPAA Security Team sends a 
confirmation to the requestor stating the 
request has been received.

The Security Coordinator confirms Box is the 
appropriate method for sharing and no other 
internal resource is available.

The HIPAA Privacy Officer confirms the data 
is considered PHI and leveraging secure Box 
is an appropriate method for sharing with 
the other collaborators.

The HIPAA Risk Analyst creates Terms of 
Approval letter which is then signed by UW 
Madison’s Chief Information Security Officer.

The HIPAA Risk Analyst issues the Terms of 
Approval letter to the Requester.

The HIPAA Risk Analyst creates the Box 
folder following a standardized naming 
convention and using the information 
provided in Qualtrics. Internal collaborators 
are added using NetID and external 
collaborators are added by email address.

Terms of Approval 
Letter Created

If the Box request is not suitable, another resource is more appropriate, the data is not classified as PHI, or the approvers have rejected the 
approval the request is denied and sent back to the requestor.

NoNo

The Requester reviews the formal letter and 
returns the Terms of Approval Acceptance 
Letter validating agreement to the Office of 
Cybersecurity findings, recommendations, 
and explanations of future responsibilities.

The Department and Local IT should 
continue to monitor and maintain the secure 
Box folder as laid out in the Terms of 
Approval Letter.  Any questions should be 
directed to the HIPAA Security Team.

Privacy Officer Approval

Request Contains 
PHI

Review Review

Terms of Approval 
Letter Signed by CISO

Terms of Approval 
Letter Sent to 

Requestor
Box Folder Created

Yes

Departmental 
Responsibilities

Local IT 
Responsibilities

Use only the designated, certified workstations to access 
the secure box folder. 
Execute data processing on an encrypted hard drive or 
thumb drive. 
Use a VPN connection if accessing the data from a remote 
location.
Work with the external collaborators to ensure they are 
following the same guidelines as described in the Non-UW-
Madison Collaborator Workstation Security Requirements 
document. 

Continue to maintain an accurate user list, with appropriate 
access rights for the secure Box folder. 
Maintain an accurate list of workstations accessing the 
secure Box folder. 
Ensure all endpoints are running Qualys Cloud Agent.  
Complete a procedure for handling data while in use. In this 
procedure, the department will need to define what is 
required of a workstation to be considered an approved 
workstation. 
Produce monthly reports of workstation compliance. This 
report will validate that the asset is being updated and 
patched appropriately.  

Requester Returns 
Terms of Approval 
Acceptance Letter

Requester Notified

User
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Revision History

(v3.0) 2018-08 - Updated the workflow title to HIPAA - Steve Forbes

(v3.0) 2018-06 - Modified the workflow diagram (fonts, colors, positioning of elements, added explanation box to 
the ‘Approvals’ section, added language to the ‘Audit’ section) - James Smith

(v4.0) 2019-07 - Major update of workflow to align with Secure Box Phase 2 Project - Steve Conner
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